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From Working through Glass 
to Cheating the Cheaters
Mary Baker, HP Labs
Justin Manweiler, IBM T.J. Watson Research Center

T his quarter’s column features 
wearables, sensors, and breakable 

technology—including technology 
that belongs to the bad guys. We also 
see parts of our technological future 
through glass, with new opportunities 
for exploiting Google Glass, “hearing” 
by seeing through glass, and using glass 
microphones to hear things. Many of 
these technologies bring up interesting 
questions of ethics and privacy, which 
we look forward to covering in a future 
column.

WEARING OUR FUTURE
Creativity with wearable inventions 
continues, ranging from useful and 
intriguing items to those that are 
uncomfortable or merely odd.

Seeing through Glass
The second generation of Google Glass 
is directed at enterprises whose work-
ers benefit from a mobile line-of-sight 
display of information. The enterprise 
target avoids much of the social back-
lash the first consumer-oriented version 

generated and helps increase the safety 
and efficiency of manual work. Jay 
Kothari, the project lead for Glass, gives 
us more detail about current successes 
in his blog at https://blog.x.company/a 
-new-chapter-for-glass-c7875d40bf24.1

For example, in three years, mechan-
ics at GE Aviation have gone from using 

huge paper instruction manuals, which 
they consulted by climbing up and 
down ladders between maintenance 
steps, to using Glass-provided line-of-
sight videos, animations, and images, 
which they can refer to without stop-
ping work. Compared to the first gen-
eration, Glass Enterprise Edition has 
lower power consumption, a longer 
battery life, and a lighter weight. It can 

also clip onto safety goggles or existing 
industry-oriented frames.

Kothari’s blog lists many other 
deployments of Glass, but we think 
the Dignity Health deployment is par-
ticularly interesting. In fact, one of us 
(Mary Baker) had the opportunity to 
see some of the early tests of Glass as 
a remote scribe for doctors seeing their 
patients. Using Glass, doctors can focus 
on face-to-face discussions with their 
patients instead of turning away to type 
on a computer or write in a notebook. 
A remote medical scribe takes care of 
transcribing the live audio feed from 
Glass. Because the doctor thus spends 
less time on record keeping, more 
(and higher quality) time can be spent  
with patients.

Seeing through Skylights
The GE mechanics mentioned above 
use Glass running the Skylight soft-
ware platform from Upskill. The 
short video picturing wind turbine 
maintenance at www.youtube.com 
/watch?v5z5HOHNECW20 explains 
that the platform helps improve manu-
facturing processes, reduce assembly 
errors, and improve compliance and 
safety. The system is designed for work-
ers who use their hands, so it allows 
for hands-free operation via voice 
commands and fits in with existing 
systems and workflows. Workers can 
access instructions and detailed con-
tent about their tasks, capture images 
and recordings of completed work for 
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documentation purposes, and consult 
via live video and audio streams with 
remote colleagues, managers, and 
experts as necessary.

Powering Down Your Wearables
Electrical engineering researchers 
at UC San Diego (UCSD) are work-
ing on ultra-low power, miniaturized 
electronic devices, including sensors 
(see http://jacobsschool.ucsd.edu/news 
/news_releases/release.sfe?id52252).2 
One example is their temperature sen-
sor that requires only 113 picowatts 
of power. These “near-zero-power” 
devices can dramatically extend the 
battery life of wearable and implant-
able devices. They suggest a future of 
devices with such low power needs that 
they won’t require fussing with batter-
ies; instead, they can be powered by 
harvested energy. According to Patrick 
Mercier, a professor at UCSD, “Our 
vision is to make wearable devices that 
are so unobtrusive, so invisible that 
users are virtually unaware that they’re 
wearing their wearables, making them 
‘unawearables.’ Our new near-zero-
power technology could one day elimi-
nate the need to ever change or recharge 
a battery.”

According to the article, state-of-the-
art temperature sensors found in medi-
cal devices and thermostats require tens 
of nanowatts, which doesn’t sound like 
much, but the new sensor uses 628 times 
less power. The very cool (pardon the 
pun) aspect of the technology is that it 
exploits gate leakage, usually considered 
a problem for miniaturized circuits, as 
its low-power current source. Further-
more, instead of digitizing the tempera-
ture by passing the current through a 
resistor (whose resistance changes with 
temperature) and measuring the result-
ing voltage, the researchers use a pair 
of capacitors. One capacitor charges 
in a fixed amount of time, regardless 
of temperature, and the other charges 
at a rate that depends on the tempera-
ture. The system equalizes the charging 
times using a feedback loop that recon-
nects the temperature-dependent cur-
rent source to different capacitor sizes. 
The current choice of temperature- 
dependent capacitor then directly 

indicates the current temperature and 
thus the digital readout. The researchers 
have integrated the temperature sensor 
into a chip that’s 0.15 3 0.15 millime-
ters, and it works from 20 to 40 degrees 
Celsius. The sensor provides only one 
reading update per second, but that is 
sufficient for many environmental and 
wearable applications.

DIY Wearables
In an effort to carry fewer cards around, 
minimalists Stephen Cognetta and 
Christopher So decided to turn their 
Clipper cards into wearables. Clipper 
cards are reusable electronic transit pay-
ment cards for the San Francisco Bay 
Area. They first dissolved the card in 
acetone (see the video at www.youtube 
.com/watch?v5c4D13Mbfw28). Then 
they tried three different form factors 
for the wearable Clipper card: embed-
ding the NFC chip and antenna in a 

pendant made from Sugru Mouldable 
Glue, encasing the electronics in a water-
proof silicone wristband, and attach-
ing the electronics to a small circular 
wrist-worn PC board (see Figure 1).  
For more information, see https://
hackernoon.com/transform-the-sf 
-transit-clipper-card-into-a-wearable 
-2f32b59e40ae.3

In a personal communication, 
Cognetta described the differences 
in resilience between the three form 
factors. The Sugru version is the 
most durable, because the material 
is intended for resisting weather. 
Sugru also brings you the delightful 
option of creating the token in any 
shape or color you want (see Figure 
1a). He likes it as a keychain pendant 
or for attaching the card to another 
device, such as your phone case, but 
he doesn’t feel it will work well as a 
wrist-worn device.

(a)

(b) (c)

Figure 1. Three different methods for creating a wearable Clipper card: (a) the NFC 
chip and antenna extracted from the card appear on the left, and the embedded 
electronics in Sugru appear on the right. (b) The embedded electronics in an “aspirin 
band.” (c) Attaching the electronics onto a small breadboard. (Source: Stephen 
Cognetta; used with permission.)
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The silicone wristband, which 
is actually a hollowed out “aspi-
rin band,” works well as a wrist 
device, because the bands are already 
intended for people to keep important 
medications with them and safe from 
water (see Figure 1b). However, it’s 
easy to cut off a structural piece of 
the band accidentally.

Cognetta says that the breadboard is 
“awesome” because of its compact size. 
In the disc shape shown in Figure 1c, 
it’s easy to attach to other devices, 
including a phone case. But Cognetta 
warns that it’s also the form factor 
most subject to damage; bending it or 
getting it wet can render your card non-
functional. This work harkens back to 
efforts such as the Java Ring, a 1998 
secure Java-powered electronic token 
in a ring for secure e-commerce and 
other applications (see www.javaworld 
.com/article/2076641/learn-java/an 
-introduction-to-the-java-ring.html).4

Getting Under the Skin
We’re seeing an uptick in stories about 
an even more minimalist, although per-
haps sometimes disturbing, approach to 
authentication. In a procedure already 
recommended for pets, the vending 
machine company Three Square Mar-
ket is offering its employees a chance 
to be “microchipped.” The tiny, pas-
sive, FDA-approved RFID implant is 
injected under the skin, between the 
thumb and forefinger, and lets employ-
ees open doors, log in to their devices, 
purchase snacks, and so forth, all with-
out carrying anything.

At the time of the LA Times interview 
with CEO Todd Westby, 55 employees 
had volunteered to be microchipped, and 
Westby and his whole family planned 
to do so as well (www.latimes.com 
/business/technology/la-fi-tn-32market 
-chipping-20170724-htmlstory.html).5 
Other stories about microchipping 
include Swedish startup hub Epicen-
ter’s micropchipping employees (www 
.telegraph.co.uk/technology/2017/04 
/04/cyborgs-work-swedish-employees 
-getting-implanted-microchips)6 and 
Finnish politician Pasi Mäenranta 

suggesting that microchipping Fin-
land’s benefits claimants would help 
reduce fraud (www.independent 
.co.uk/news/world/europe/finnish 
-politician-advocates-implanting-benefit 
-claimants-with-microchips-to-track 
-them-10451629.html).7

Wearable Sponges
The architecture and design firm, Eray 
Carbajo, and a UC Riverside professor, 
Mihri Ozkan, have come up with the 
Sponge Suit bikini, designed to soak up 
pollution from the ocean when a swim-
mer enters the water. The suit includes 
inserts of a material called Sponge, cre-
ated by Ozkan and her husband Cengiz 
Ozkan, also a professor, and two PhD 
students. Sponge is a porous, water-
repelling carbon material that is light 
and flexible and intended for cleaning 
up chemical and oil spills, as well as 
desalinating water. It can absorb 25 

times its own weight, absorbing every-
thing but the water.

The astute reader will note that the 
actual wearable in question is absurd, 
as most bikinis cannot accommodate 
an amount of Sponge sufficient to have 
an impact. Maybe if whole coastal 
populations entered the water wearing 
Sponge-augmented floor-length Victo-
rian riding coats, we could clean up a 
harbor or two. Nonetheless, the mate-
rial itself is interesting, and the wear-
able won first prize in the Reshape15: 
Wearable Technology Competition. 
According to the design team, “We aim 
for a future where everyone, with any 
shape and form of swimming outfit, 
can contribute to the cleanliness of the 
seas by a sports activity or simply a lei-
surely summer vacation.” Maybe it’s at 
least possible to design a garment that 

can absorb the sunscreen that washes 
off the bather? Read more at www 
.cnet.com/news/3d-printed-eco-bikini 
-cleans-the-ocean-as-you-swim.8

WHAT DID YOU HEAR?
We’ve entered an intensely creative 
period of technological progress in 
audio sensing and generation. We 
received links about experiments with 
large-scale microphones, visual sensing 
to capture speech, and dynamic genera-
tion of speech that mimics anyone for 
whom you can find a recording.

Using Glass to Hear
Stamen Design (a data visualiza-
tion company), Stanford University’s 
Department of Geophysics, Opta-
Sense (an acoustic-sensing company), 
and the Victoria and Albert Museum 
in London are collaborating on the Big 
Glass Microphone project. Underneath 
the Stanford campus are miles of glass 
fiber optic cables installed in a loop for 
seismic research. However, vibrations 
that would have been filtered out as 
noise for seismic research instead rep-
resent interesting events to the Big Glass 
Microphone team: passing vehicles, 
motorcycles, and perhaps even people. 
Eventually the system might be able 
to differentiate between different car 
models and sense the number of people 
in those cars. See www.mercurynews 
.com/2017/07/22/is-the-ground-on-the 
-stanford-campus-listening-to-you for 
more about this project.9

Hearing through Glass
Sound-proof glass isn’t fool-proof 
glass. This story is an oldie but 
goodie, where researchers at MIT 
recreated speech by filming the vibra-
tions of a bag of potato chips from 15 
feet away on the other side of sound-
proof glass. They also captured 
audio from the visual movement of 
water in a glass and the leaves of a 
potted plant. The vibrations, too 
small to be seen by the human eye 
unaided, were recorded using a high-
speed camera. Researchers could 
then augment the vibrations and 

In a procedure already 
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vending machine company 
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combine various filtered signals to 
calculate features of the sound wave 
that had struck the object. Alexei 
Efros, a professor at UC Berkeley, 
said that “this is totally out of some 
Hollywood thriller. You know that 
the killer has admitted his guilt 
because there’s surveillance footage 
of his potato chip bag vibrating.” 
The press release at http://news.mit 
.edu/2014/algorithm-recovers-speech 
-from-vibrations-0804 provides more 
information.

Hearing Ghosts
The startup company Lyrebird has 
been working on artificial intelligence 
to mimic people’s voices. Its system 
takes recordings of people’s speech to 
extract features that it can then use 
to synthesize their voices speaking 
other arbitrary sentences. According 
to a Scientific American article (www 
.scientificamerican.com/article/new 
-ai-tech-can-mimic-any-voice),10 after 
learning from a lot of recorded speech 
for a few people, the system can quickly 
mimic a new speaker with only a one-
minute recording of his or her speech. 
Currently missing from the synthesized 
speech are breathing and mouth move-
ment sounds, and there is a buzzing that 
one researcher says leaves a noticeable 
robotic sense to the audio. Nonethe-
less, some of the provided examples 
and promised future work suggest it 
might not be hard to fool us into believ-
ing someone has been recorded saying 
something they’ve never said.

BREAKING TECHNOLOGY
This quarter, we received several inter-
esting stories about breaking critical 
technology. Some technology is far 
too easy to attack, such as US voting 
machines. Other technology breaks 
accidentally, due to infrastructure prob-
lems, bad assumptions, or other flaws. 
One bad assumption is assuming you’ll 
have cell phone Internet connectiv-
ity wherever you go. Other deliberate 
attacks are more creative and magi-
cal, and some are downright reward-
ing when they break systems that are 

designed by bad guys. While breaking 
technology is interesting and fun to 
read about, we should keep in mind that 
the harder thing to do is build technol-
ogy that doesn’t break. There are many 
unsung heroes and heroines out there 
who deserve credit for the stories of 
technological robustness we almost  
never hear.

Voting for Safer Elections
DEF CON has become one of the big-
gest and most important cybersecurity 
conferences in the world. This year, the 
conference included a set of 30 voting 
machines that attendees were invited to 
hack—which was a particularly useful 
event, because researchers are rarely 
able to get their hands on such machines 
to test their resilience. This lack of test-
ing means that the machines’ vulner-
abilities go undiscovered—at least by 
people willing to report them so the 
flaws can be fixed.

Alarmingly, all 30 machines were 
hacked. The hope is that this level of 
publicity will generate more inter-
est in addressing such security con-
cerns. Even patching known security 
holes would help, as at least one of 
the machines still sported firmware 
flaws known for a decade. For more 
information, read http://thehill.com 
/policy/cybersecurity/344488-hackers 
-break- into -vot ing-mach ines - in 
-minutes-at-hacking-competition.11

Let Me In!
One of the places you don’t want to be 
locked out of your car is in the middle 
of the desert. Unfortunately, the mid-
dle of some deserts is one of the places 
you might not have Internet connectiv-
ity for your phone. Car unlocking has 

evolved from old-fashioned keys to key 
fobs (which can have their own prob-
lems when batteries die) to new meth-
ods, some of which use smartphone 
apps.

Tesla Model S driver Ryan Negri 
decided to test this phone unlock fea-
ture and left his key fob at home before 
he drove into the desert. He and his 
wife exited the car but were unable to 
unlock it, because they were two miles 
away from cell service. He now vows to 
carry those keys with him whenever he 
drives the car. His wife rescued them by 
running the two miles to cellular ser-
vice and calling a friend to bring the key 
fob. Fortunately, they were not a mara-
thon’s distance from cellular infrastruc-
ture, and it was January—not July! 
See www.telegraph.co.uk/technology 
/2017/01/16/tesla-driver-stranded 
-desert-smartphone-app-failure.12

Self-Trapping Magic
Artist James Bridle’s “Autonomous 
Trap 001” is a magical circle of salt 
that, once entered, paralyzes a self-
driving car so it cannot leave the circle. 
Actually, the salt is arranged in two 
concentric circles. The inner circle is 
a solid white line and the outer is a 
dashed white line. General driving 
rules let drivers cross in the direction 
of dashed line to solid line, but not 
vice versa, and vision systems for self-
driving vehicles might not distinguish 
between salt and painted road mark-
ings. At least, this was true for the code 
for Bridle’s DIY self-driving vehicle 
project. As Bridle explains,

Self-driving cars bring together 
a bunch of really interesting 
technologies—such as machine 
vision and intelligence—with 
crucial social issues such as the 
atomization and changing nature 
of labor, the shift of power to 
corporate elites and Silicon 
Valley, and the quasi-religious 
faith in computation as the only 
framework for the production 
of truth—and hence, ethics and 
social justice. The Trap falls into 

Some of the provided 
examples... suggest it might 
not be hard to fool us into 

believing someone has been 
recorded saying something 

they’ve never said.
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the category of resistance, while 
the attempt to build my own car 
is a process of understanding how 
the dominant narratives of these 
technologies are produced, and 
could be changed.

Check out https://creators.vice.com 
/en_us/article/qkmeyd/meet-the-artist 
-using-ritual-magic-to-trap-self-driving 
-cars for an interview with Bridle about 
this project,13 and see Bridle’s blog with 
many more of his projects at http://
booktwo.org.

Cheating the Cheaters
Last year’s DEF CON included a talk 
by Elie Bursztein, Celine Bursztein, and 
Jean Michel Picod on poker cheating 
devices and how to detect and disable 
them. There is apparently an active mar-
ket for sophisticated devices that look 
like smartphones but remotely read 
playing cards in real time. The cards for 
the device described in Elie Bursztein’s 
blog need to be marked, but you can 
buy decks of these marked cards pack-
aged to look like fresh cards with their 
seals still intact (www.elie.net/blog 
/security/bad-beat-practical-attacks 
-against-poker-cheating-devices).14 
However, as Bursztein describes, these 
cheating devices provide an example of 
flawed design assumptions, in that their 
creators assumed nobody would try to 
interfere with device operation and thus 
did not design the networking code to 
resist attacks.

The DEF CON speakers describe 
how they attack the devices by

• intercepting communications with 
the remote camera video to see who, 
if anyone, is cheating;

• hijacking that video feed to insert 
their own; and

• hijacking communications to silence 
the device and mess with the card 
count.

There’s something very satisfying about 
attacking the attackers! See the blog 
for links to the DEF CON talk video 
and slides, as well as more information 

about the cheating devices, and how 
they attacked them. 
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